	Refinement Playing Card Rules

	Who wants to play a game?
This is a card game for development teams to help define acceptance criteria, identify non-functional requirements, challenge assumptions, aid collaboration and promote team ownership of quality.

1. Bring these cards to your refinement and planning discussions
2. Share the cards among the team so everyone can get involved
3. Choose a requirement to discuss
4. [image: ][image: ][image: ]Use the icons to discard any cards that are not relevant (UI, API, DB)
5. Discuss the questions on the cards to help tease out missing requirements
6. Refine and improve the requirements as you go
7. Something questions?  Add your own questions to the cards or use the blanks to create your own!
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	Performance

	· What is the required capacity and throughput?
· What is the baseline performance?
· Could the current performance be impacted?
· What is the expected peak load?
· How will persistent loads for long durations be handled?
· How will spikes in load be handled?
· How will network latency impact performance?
· Where are the bottlenecks?
· What performance optimisations could be made?
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	Security

	· Have the assets been identified?
· Who requires access to which assets?
· What level of access do they require?
· What is the authentication process?
· Is encryption required?
· What are the risks to security?
· Is new data being exposed?
· Do inputs need to be sanitised?
· Is penetration testing required?
· How will attacks be identified, how will they be reported and who should be notified?
· What known vulnerabilities already exist?
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	International

	· Which languages need to be supported?
· Are translations required?
· Which currencies need to be supported?
· Are exchange rates required?
· Will it work for international customers?
· Will long Russian text fit?
· Does it need to handle non-ASCII character sets?
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	Availability

	· What is the maximum acceptable down-time?
· Is a failover / DR solution required?
· Will there be downtime during failover?
· How will the users be impacted during failover?
· Should a message be displayed during failover?
· Should components be deployed to multiple regions?
· How many regions?
· Should data stores be replicated across multiple regions?
· Which regions will be active or passive?
· Would blue/green deployments be helpful?
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	Transient Failures

	· Will users be impacted by transient failures?
· Can transient network failures be handled?
· Can failed requests be retried?
· What should the retry limit be?
· Can failed requests be queued?
· Are timeouts required?
· What is an appropriate timeout length?
· Can the system recover after a failure / timeout?
· Should the users see an error message?
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	Backup & Restore

	· Are backup plans in place?
· What is the backup retention policy?
· Can the integrity of the backups be validated?
· How would the backup be restored?
· How long will it take to restore?
· Can the restore process be tested?
· Can the restore process be automated?
· How much data could be lost in the event of a backup and restore?
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	Contracts

	· Who are the providers?
· Who are the consumers?
· Have the contracts been agreed?
· What are the expected response code?
· What are the data types?
· Can missing fields or Null values be handled?
· Can the changes be backwards compatible?
· What is the versioning policy? 
· Is a new version number required?
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	Monitoring & Alerting

	· Are monitoring tools in place?
· Do certain metrics need to be monitored?
· Does specific information need to be logged?
· Will new error codes need to be assigned?
· What are the alerting thresholds?
· Who needs to receive the alerts?
· Do the Operations teams need training?

	[image: ] 
	[image: ] 
	[image: ] 

	[image: ]

	Browser & Device Compatibility

	· How will it work with all the different supported browsers and devices?
· IE, Edge, Chrome, Firefox, Safari… ?
· iPhone, Android, iPad, Windows, Mac… ?
· Do other specific browsers and devices need to be supported?
· What will users of unsupported browsers and devices see?
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	Usability

	· Who are the end-users?
· Can the key personas be defined?
· Does the interface have a clear layout?
· Is the navigation intuitive?
· Will the experience be familiar for our customers?
· How will the experience differ to our competitors?
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	Accessibility

	· Do visual components require alternative text?
· Do videos require subtitles?
· Will keyboard only navigation be supported?
· Will the contrast ratio be 4.5:1 or better?
· Will text be readable and not too small?
· Will the content magnify to 200%?
· Will it work with a screen reader?
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	Visual

	· Have visual designs been provided?
· Do the designs follow the pattern book?
· Are the designs familiar for customers?
· Are the designs aesthetically pleasing?
· Are the designs confusing?
· Are the UX/UI team able to perform some visual verification?
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	Data

	· What constitutes a unique record?
· How will duplicate data be handled?
· What are the expected data load?
· Are timestamps required on create and update?
· Should legacy data be archived?
· What is the archival period?
· What are the default data values?
· Will an initial data load or migration be required?
· Is test data available or can it be generated?
· Will sensitive test data need to be sanitised?
· Should data be encrypted?
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	Legal

	· Are there specific legal requirements?
· Do certain laws or standards apply PCI, PII, GDPR?
· Will any sensitive data be stored or exposed?
· Will any customer date be captured?
· Is the customer’s approval required?
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	Release

	· How will it be released?
· Does a formal release process needs to be followed?
· Can the changes be rolled back if required?
· What release activities can be automated?
· What are the transitional states?
· What is the path-to-live?
· What are the post-release activities? 
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	Regression

	· How will the changes impact the existing functionality?
· Does the regression suite need to be updated?
· What are the risks?
· Recent, Core, Risky, Config, Repaired, Chronic?
· What tests will be run against which branches?
· Where will the regression tests be run?
· How often will the regression tests be run?
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	Scalability

	· Do the components need to scale up and down on demand?
· When will Capacity Planning be performed?
· How will the single Unit of Scale be determined?
· Will scaling be performed across multiple regions?
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	Stakeholders

	· Have all the stakeholders been identified?
· What is the business value?
· How can the business value be measured?
· What User Acceptance Testing (UAT) do they require?
· What end-user training is required?
· Do Customer Care need to be informed?
· Do FAQs need to be written?
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	Mobile

	· Will poor / intermittent network connection impact the customers?
· Which mobile features will be utilised - gestures, front/rear camera, finger recognition, vibration, touch sensitivity, movement sensors, notifications, location information, badges, voice commands?
· Will it integrate with other apps?
· How will it handle rotations?
· How will it handle interruptions from calls, texts, alarms or notifications?
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	Operations

	· Have the error scenarios been identified?
· Do Application Support need training?
· Is Operational Acceptance Testing (OAT) required?
· Do the runbooks need updating?
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	Software with Integrity

	· [bookmark: _Hlk512965404]How could the environmental impact be reduced?
· Could somebody be harmed or put at risk?
· Is it dishonest?
· Is it safe?
· Does it discriminate?
· Does it honour confidentiality?
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	ETL (Extract Transform Load)

	· What are the data sources and destinations?
· Will the process be real-time or batch?
· Will data be loaded in full or deltas?
· What are the concurrency concerns?
· What transformations are required?
· What will trigger the process?
· How will errors be handled - duplicate files, duplicate records, incorrect format, missing files?
· Should the files be archived after processing?
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	Web Analytics

	· Does usage data need to be captured?
· Who will be using the data?
· What is the data needed for?
· What data needs to be collected?
· What constitutes a unique visitor?
· Should repeat visits be included?
· What analytics service(s) will be used?
· How will the data be reported and analysed?
· How will the page load time be impacted?
· What should happen if the analytics service is not available?
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	Machine Learning

	· Is sufficient training data available?
· Is sufficient testing data available?
· What human biases could be contained within the training data?
· How are customers likely to react if the system goes wrong? 
· What are the biggest risks if an output is incorrect?
· Could an incorrect results harm or offend? 
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	Data Protection

	· What classification of personal data is in use?
· Is any personal data being captured unnecessarily?
· Is personal data being encrypted in transit and at rest?
· Is personal data being kept longer than necessary?
· Is personal data available to them on request?
· Can personal data be erased on request?
· What is the access control mechanism?
· Who requires access to the personal data?
· How will access be revoked from those who no longer require it?
· Are all changes to personal data being logged?
· Are we communicating our Privacy Policy clearly?
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